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PexoMenganuu

kiauentaM HKO-LK «Kaupunrossiii ueHTp M®b» (AO) 0 Mepax no npeaoTBpaiieHuio
HECAHKIIHOHMPOBAHHOIO JI0CTYNA K 3ammmaemMoi nugopmanun B coorBeTcTBHU ¢ [los10:xeHNEM
banka Poccuu ot 17.04.2019 Ne 683-11 «O0 ycTaHoBJIeHHH 00513aTeJIbHBIX J1JI51 KPeIUTHBIX
opranmu3anuii TpedoBaHuil K 00ecne4YeHUI0 3alIUThl HH(POPMALMHU MPHU OCYLIEeCTBJIECHUI
0AHKOBCKOI eSITeJIbHOCTH B LeJISIX NMPOTHBOAEICTBHS OCYLIECTBJIEHUIO IEPEBOI0B JIeHEeKHbIX
cpeacTB 0e3 corjiacusi KJIMeHTa»

1. O01mue mo10:xeHAS

1.1. 3amaum 3ammTbl HHQOPMAIMH CBOASTCS K MHHHUMH3AIMH Yyiiepbda U MPeIoTBPALICHUIO
BO3JICCTBUH CO CTOPOHBI 3JIOYMBINUICHHUKOB. [l oOecredeHusi Haajexalied CcTeneHu
3aIUMIIEHHOCTH JOJDKEH ObITh 00ecliedeH KOMIUIEKCHBIN MOAX0/, KOraa BonpocaM WH(OpMalnoOHHON
0€30MacHOCTH yJelNseTcsl JOCTaTOYHO BHUMaHms, kKak Ha ctopoHe HKO-LK «KnupuHroBbli meHTp
M®b» (AO), Tak U Ha CTOPOHE KJIMEHTa, HaXoAaslero Ha 6ankoBckoMm obOciyxuBanuun B HKO-LIK
«Knupunrossriit ueatp MOby» (AO).

1.2. Hauboitee omacHBIM SIBISIETCS Kpaka YYETHBIX JAHHBIX — XWICHWE JTUYHBIX JAHHBIX KJIMCHTA
HKO-IK «Knupunrossiii nentp M®b» (AO) u ux He3aKOHHOE HCIOJb30BAHHUE ISl BBHIMOJTHEHUS
HECaHKIIMOHUPOBAHHBIX Olepanuii OT UMEHHW KiueHTa. ONTHUMalIbHBIM CIOCO0 3alUThl OT KpPaXu
y4ETHBIX JTAHHBIX COCTOMT B YMEHHHU pPACHO3HaBaTh CIOCOOBI ITUX 3IOYMBINUICHHBIX ACHCTBUMA NS
MPEeAOTBPALIEHUS TAKUX CUTYyaIUH.

1.3. Pucku monydeHHs] HECAHKIIMOHUPOBAHHOTO JIOCTyNa K MH(GOpPMAIMU MPEXkIE BCErO CBA3aHBI C
«hUIIMHTOM» (MCHOJIb30BAHUEM JIOKHBIX pEecypcoB ceTh MHTEepHEeT ¢ IeNbl0 OCYIIECTBICHUS
MIEPEBOJIOB JICHEXKHBIX CpPEACTB JIMIAMHU, HE O00JaJarollMMHU [PaBOM pACHOPSIKEHHUS 3TUMHU
JICHE)KHBIMH CPE/ICTBAMH), a TAK)KE BO3EMCTBHEM BPEIOHOCHOTO KOJa.

1.4. «®@umMHr» — NOMbITKA [IEPEXBaTa JIMUHBIX JaHHBIX KiIMeHTa. OUH U3 caMbIX paclpOCTPAHEHHBIX
Croco0OB (pUIIMHra 3aKIIOYaeTcs B OTIPaBKE SJEKTPOHHBIX IHCEM OT MOIIEHHHKOB, KOTOpbIE
BBIIAIOT ce0s 3a MpecTaBUTeNIel M3BECTHOM KomnaHuM. Kak mpaBuio, B 3J€KTPOHHBIX MUCbMaxX OT
MOIIICHHUKOB COJIEP’KUTCS CChIJIKAa Ha HeOezomacHyro cTpaHuiy web-caiita. Ha 3Toif crpanuine Bam
IIPEAJIaraeTcsl BBECTH CBOM JIMYHBIE JaHHBIE, IPU 3TOM BBl MOKeTe mosiaraTh, 4TO BBOJ JAHHBIX
Oe3omaceH, Tor/1a Kak B IEHCTBUTEIBHOCTH HH(POPMALIHSI TOXUILAETCS 3I0yMbIIIIEHHUKaMU.

1.5. AHTHBUpYCHas 3aIlIMTa OCYLIECTBIISIETCA C LIEJIbIO MCKIIOUYEHHS BO3MOXHOCTEH NOSIBJICHUS Ha
MNEPCOHAJIBHBIX KOMIIBIOTCpPAX, C KOTOPLIX OCYHICCTBIACTCA pa60Ta (¢ CI/ICTGMOfI, KOMITBIOTCPHBIX
BUPYCOB M TIIpOTpaMM, HalpaBIEHHBIX Ha paspylleHue, HapylleHue paboTOCIOCOOHOCTH WU
Moaudukanuio nmporpaMMHoro odecnedenus (nanee — I10), nubo Ha mepexBaT MHPOpPMAILH, B TOM
YUCIIe apoiei.

1.6. CpenctBa u Metozab! 3amuThl HHPopmanuu, npumensemsle B HKO-IK «Knupunrosslii neHTp
M®b» (AO), no3BoisitoT o0ecrneynTh HEOOXOAUMBIM ypOBEHb OE30MAaCHOCTH MPU OCYLIECTBICHUU



MEPEBOIOB JICHEKHBIX CPEACTB M MPEIOTBPATUTh MOIICHHHYECKUH BBIBOJ JCHEKHBIX CPEICTB CO
CYETOB KJIMEHTOB IPH YCJIOBWUU BBHITIOJIHEHHSI KIMEHTAMH PEKOMEHIAINHA, W3JIOKEHHBIX B JaHHOM
JIOKYMEHTE.

2. PexoMeHganuu mo 3anure mu])opMamm OT BO3JelicTBHSA BPE€AOHOCHOI'0 KOAA.

2.1. IIpu paboTe C AIEKTPOHHON MMOYTON HE OTKPBIBAWTE MUChMA M BIOKEHUS K HUM, MTOJIyYEHHBIC OT
HEU3BECTHBIX OTIPABUTENIEH, HE MEPEXOAUTE MO COACPIKALIUMCS B TAKUX [MUCbMAX CCHUIKAM.

2.2. ITonp3yiTech NEPCOHATBLHBIMA KOMITBIOTEPAMH C YCTAHOBJICHHBIM JIMIIEH3HOHHBIM IPOTrPAMMHBIM
oOecIieueHueEM.

2.3. CBoeBpeMEHHO OOHOBIISIHTE YCTAaHOBJICHHOE NPOTPaMMHOE OOECleYeHHE U ONepalMOHHYIO
cucremMy (YCTaHOBKA KPUTUYHBIX OOHOBIICHHIA).

2.4. He ucnonp3yiiTe npaBa aJMMHHUCTpaTOpa IpU OTCYTCTBUM HEOOXOIUMOCTH U B IIOBCEIHEBHOM
IIPAKTUKE BXOAMTE B CHCTEMY C YYETHOM 3alMCbIO IIOJIB30BATENs, HE MMEIOIIEro IIpaB
aJMUHUCTpATOpA.

2.5. BKIIOYUTE CHUCTEMHBIM ayAUT COOBITHH, PErHCTPUPYIOIIMNA BO3HMUKAIOUIME OMIMOKH, BXOJ
IIOJIB30BATEIE W 3allyCK IporpamM; cTapaiTech IEPUOAMYECKM IIPOCMAaTpUBaTh JKypHal U
pearupoBaTth Ha OIIUOKH.

2.6. He ucnonp3yiiTe Ha yCTpOMCTBE, MPEIHA3HAYCHHOTO MJisi JOCTyNa K CHUCTEME TUCTAaHIIMOHHOTO
6ankoBcKoro obciyxuBanus (nanee - J[bO), cpencTBa yaanéHHOTO aIMUHUCTPUPOBAHUSI.

2.7. OO0sA3aTenpHO YCTAHOBUTE M CBOEBPEMEHHO OOHOBIISIITE Ha KOMIBIOTEPE AHTHUBUPYCHOE
nporpaMmHoe obecriedeHne. PekoMeHayeTcsi yCTaHOBHTh MO YMOJYAaHUIO MaKCHMAalbHBIN YPOBEHb
HOJUTUK O€30MacHOCTH, T. €. He TPEeOYIOIIMH OTBETOB IIOJIb30BATENs MpPU OOHAPY)KEHHH BUPYCOB.
Jleduenne (ynaneHuwe) 3apaXEHHBIX (AHIOB TNPOU3ZBOAUTCS AHTHBUPYCHBIM CPEICTBOM B
aBTOMATHYECKOM PEKUME.

2.8. He pexxe ogHOro pasa B HEJENIO B aBTOMAaTUYECKOM PEKUME JOJKHA OCYIIECTBISATHCS MOJIHAS
IIPOBEpPKA JKECTKOIO JIMCKA IIEPCOHAJIBHOIO KOMIIBIOTEpAa Ha NPEIMET HalIW4uusi BUPYCOB U
BPEJIOHOCHOTO  MporpaMMHOro kona. [IpoBepka oOCyIIECTBISIETCSI COIJIACHO  PaclMCAaHMUIO,
BBICTABJICHHOMY B HAaCTPOIKax aHTUBHUPYCHOTO CPECTBA.

2.9. AHTI/IBI/IpyCHOC IpoTrpaMMHOC obecrnieucHue AOJIKHO 3aITyCKaTbCd aBTOMATHYCCKU, C 3any3K01>i
OHepaHI/IOHHOﬁ CUCTCMHEI.

2.10. PexomeHayeTcsi moJIBepraTh aHTUBUPYCHOMY KOHTPOIIIO JFO0YI0 HHPOPMAIIHIO, MOTYyYaeMylo U
nepeaaBaeMylo Mo TEJICKOMMYHHUKAIIMOHHBIM KaHallaM, a Takyke WH(POpMaIliio Ha ChEMHBIX HOCUTEISX
(marautHBIX, CD/DVD nuckax, USB-nHakomurtensx u T1. 1.). [Ipy HaIuuum TEXHUYECKOU
BO3MOXHOCTH CKaHUPOBAHUE JOJKHO OCYILIECTBIIATHCS B aBTOMAaTUYECKOM PEXKUME.

2.11. Tlpu Beixome B VIHTEpHET WHCMONB3YHTE CETEBBIE SKpPaHBI, pPa3pelIMB JOCTYN TOJBKO K
noBepeHHbIM pecypcam Cetu HTEpHET.

2.12. Ilpu pabore B MHTepHeT He corjamaiiTecb Ha YCTAaHOBKY KaKMX-JIHOO COMHHUTEIbHBIX
IPOrpamM.

2.13. BoznepkuBaiiTech OT HCIOJB30BaHUS IPOTpaMM OHJIAMHOBOrO OOIIEHHMS Ha KOMIIBIOTEPE,
ucronb3ytomnemMcs st padbotsl B cucteme JbO.

2.14. Hckmtounte BO3MOXKHOCTh YCTAaHOBKHM IOCTOPOHHUMH JIMIAMHU (TOCTSIMH, TOCETHTENISIMHU) Ha
KOMITBIOTEP CHEIUANBHBIX «IIMUOHCKHUX)» MPOIPAMM.

2.15. PekomeHayeM OrpaHW4HMTh MH(OPMAIMOHHBI 0OMeH B ceTH VHTEpHeT TOJbKO HaIEXHBIMU
MH(OPMALIMOHHBIMU TOpPTaJlaMd W TMPOBEPEHHBIMU KOPPECHOHAEHTAMHU JJIEKTPOHHOW IMOYTHI.
CrapaiiTech HE HCIIONB30BaTh KOMIIBIOTEP, ¢ KOTOpPOro BbI ocyiecTBisieTe NepeBOAbl JAEHEXKHBIX
CPEICTB, Al OOLIEHUS B COLMAIBHBIX CETSAX, MOCEIICHUs pa3BlIEKATEIbHBIX CAaHTOB M CaWTOB
COMHHUTEJIBHOTO COAEPKaHUS (MIPOBBIE, CAThl 3HAKOMCTB, CaliThl, pacnpocTtpasstomue 110, My3bIky,
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GuUIbMBI U T. 1.), T. K. UMEHHO 4Yepe3 3TH pecypchbl ceTu MHTepHeT yaille BCero pacmpoCTpaHsSIOTCs
KOMITbIOTEPHBIE BUPYCHI.

2.16. BaxxHO 3HaTh, YTO HAAEKHBIM CPEJICTBOM OOECIEUCHMS IOAJMHHOCTU SBISETCA LU(ppOBas
MOJINKCh, & HE CTpOKa aapeca Opayzepa WM JJIEKTPOHHOM MOuThl. Yacto B BHUIE «MHTEPECHOU
CCBUIKM» B MUChME OT SIKOOBI 3HAKOMOI'O TPUXOAUT BpPEAOHOCHas mporpamma. Yacrto BpenoHOCHas
IIpOrpaMMa CKpbIBAETCS 1101 BCIUIBIBAIOIIMM OKHOM PEKJIAMHOM CCBUIKM Ha CaiTe.

2.17. Ilpu mnono3peHMsX Ha HalW4yhe BHUPYCOB HA IE€PCOHAIBHOM KOMIIbIOTEpE (B YACTHOCTH,
HEOKUJAHHBIX «3aBHCAHMSX», ME€pPE3arpy3kax, CETEBOM AaKTHBHOCTH), MOJHOCTBbIO BO3JEPKATHCS OT
ucnosp3oBanus cucteM JIbO u npoBeneHus miaTexeil 10 UCIPABIEHUS CUTYal1H.

2.18. HKO-IIK «KnupunroBsni mnentp M®Pb» (AO) He HECET OTBETCTBEHHOCTH B CiIydae
BO3HUKHOBEHHUS (DMHAHCOBBIX IOTEPh, MOHECEHHBIX KIIMEHTOM B CBS3M C HapyIICHUEM W/WIA
HEHAUIeKAIUM HCIIOJHCHHEM WM TpeOOBaHM 10 3allUTe OT BPEJOHOCHOTO KOJa CBOMX
aBTOMATH3MPOBAHHBIX pab04MX MeCT (KOMIIbIOTEpa, HOyTOYKa) /st goctyna k cucteme J150O.

3. PexoMeHaanuum 1o 3amuTe HHpOpPMAIMH OT HECAHKIMOHHMPOBAHHOIO [0CTYNA MYTEM
NpeaoTBPAallleHHs] UCII0JIb30BAHUSA JIOKHBIX ((aabcupuuupoBaHHbIX) pecypcoB cetu UHTepHeT

3.1. MolleHHHYeCKUI WK MOACIbHBIA Web-calT — 3T0 HeOe3onacHbli web-calit, Ha koTtopoM Bam
0T KAKUM-JIMOO MPEIOTOM IPEeIaracTcsi BBECTH KOHPUACHIMATBHYI0 HHPOPMAITUIO. 3a4acTyIO 3TH
web-caifTbl ABISIOTCS MOYTH TOYHOM Komueill web-caliToB M3BECTHBIX KOMITAaHUH (HAIIPHMEp, CAlThI
0aHKOB), KOTOpPEIM BBl JoBepsere, WMEHa KOTOPBIX MOTYT HCIIONB30BaThCsl g cOopa
KOH(HUIESHIINATFHON HH(POpMAIK 0OMaHHBIM ITYTEM.

3.2. 3710yMBILUIEHHUKAaMH BO3MOXHO co3faHue danbcudunupoBanHbix WEB-caliToB — ux 1oMeHHbIE
uMeHa U ctuim odopmienus Moryt umutHposath caiitel HKO-LK «Knupunrossiii neatp M®b»
(AO) u cozpepxaTh JIO)KHble OAHKOBCKHE PEKBHU3UTHI M KOHTAKTHYIO MH(popmanuto. Berymenue B
Kakue-mmbo JIeJIOBble OTHOLUEHUS C JIMLIAMH, [PEICTaBISIONIMMH TakKM€ OpraHu3aluu |
UCIOJb30BAHUE TOJOOHBIX PEKBU3UTOB, PHCKOBAHHO U MOMET IPUBECTH K YrOJOBHOMY
npecieaoBaHnoo. BBoa JorMHa M maposisi Ha TakoM caiiTe NPUBOJUT K MOJIYYEHHMIO ITHX JIaHHBIX
3JIOYMBIIIJICHHUKAMH, T.€. PA3MJIAlICHUI0 HJICHTU()UKALMOHHBIX M KOH(HJEHIMAIbHBIX JIaHHBIX.
[TomuuTe, yTO caiiThl, BUu3yanbHo HanomuHawomue cailt HKO-LK «Knupunrossiit nentp M®b» (AO)
WM opraHuzauuu paspadorumka JIBO, co3maroTcs CHENUadbHO Ui HE3aKOHHOTO MOJYy4eHHUs
unopmanuu. B crnydasx oOHapyxeHus (arbcuPUIMPOBAHHOTO CcaiiTa, KOMHUPYIOUIEro Iu3ailH
odunmansHoro caiita wiu JbO, moxanyiicta, HezamemHuTensHO coobmure o0 3tom B HKO-LIK
«Knupunrossiii nenrp M®b» (AO).

3.3. Bo u3bexaHue MCHOIB30BaHUS JIOKHBIX ((PambCUUIMPOBAHHBIX) PECYPCOB M MPOrPaMMHOTO
obecrieyeHns, UMUTHPYIOIUX TNporpamMMmHblil uHTepdeiic ucnonszyemoit HKO-LK «KnupuHrossiit
ueHtp M®b» (AO) B cucteme /1bO, u (11) UCTIONB3YIOMUX 3aPETUCTPUPOBAHHBIE TOBAPHBIE 3HAKU U
naumeHoBanne HKO-LK «Knupunroseiii nentp M®b» (AO), He06X0AMMO yIOCTOBEPUTHCS, YTOOBI
npu nonkmouennn kK - cucreme JIBO 3ammménnoe SSL-coenmHeHWe OBUIO  yCTAHOBIIEHO
UCKJIIOUNTENBbHO ¢ oduuuansHbiM caiitom JIBO. Ilpexne yem BBecTH JIOTMH M mapoib, KiueHtam
He00X0IMMO MPOBEPUTH 10 MHPopManuu U3 SSL-ceprudukara nommHHOCTh caiita. Paboty ¢ JIBO
PEKOMEHAYETCSI OCYLIECTBIISAITh C MCIOJNb30BAHUEM TEXHMUECKHUX CPEACTB C WHAWBHUIYAIbHBIMU
JUCTAHIIMOHHO paclo3HaBaeMbIMH HJeHTUuKaunoHHbIMU Tpu3Hakamu (IP u MAC-aapeca),
npenocrtabieHHbIMA B HKO-LK «Kimmupunrossiit nearp M®b» (AO)

3.4. Tlepen mpocMOTpOM 3JIEKTPOHHOI'O NHUChbMa BCErJa NpoBepsiiTe aapec ortnpaButens. CTpoka
«OTIpaBUTENb» MOXET COAEpPXKaTh aJpec JIEKTPOHHOH MouThl B odULHMATBHOM (QopmaTe, KOTOPBIN
SBJIAETCS MTOYTU TOYHOM KOMMEN agpeca HaCTOSIIENH KOMIIAaHUH. MI3MEHUTh afipec 3JIEKTPOHHOM MOYTHI
OTIIPABUTEJIS OYEHB MIPOCTO, MO3TOMY Oy/bTe OJUTEIbHBI.

3.5. BHUMATENbHO YMTAWTE TEKCT S3JEKTPOHHOTO MHUChbMA. DJIEKTPOHHBbIE MUChbMAa OT HM3BECTHBIX
KOMITAaHWI HUKOT/Ia He coJiepkat opdorpadgudeckux Wik rpaMMaTideckux omuook. Ecnu Ber BuanTe
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CJIOBAa Ha HMHOCTPAHHOM SA3BIKC, CICHHAJIBHBIC CHUMBOJIBI U T. A., BO3MOXHO, 3TO — 3JICKTPOHHOC
MMHUCbMO, OTIIPABJICHHOC MOILICHHUKAMMU.

3.6. OnacaiiTech 0€3MUYHBIX OOPAIICHUH, TAKUX KaK «YBaXKaeMblil MOJIb30BATENbY», WIH OOpaIieHus
IO a/Ipecy 3JIEKTPOHHOW MOYTHL. THWNWYHOE (HUIIMHTOBOE MUCHMO HAYMHACTCS C O0E3JIMYEHHOTO
HPUBETCTBUSL.

3.7. Crapaiitech coXpaHsTh CIIOKOMCTBHE. MHOIME MOIIEHHUYECKUE IEKTPOHHBIE IHUCbMa COJIEPKaT
IpU3bIBBl K Oe30TiaraTeiabHbIM JACHCTBUAM, MbITasACh 3acTaBUTh Bac gelicTBoBaTh OBICTPO U
HeoOyMaHHO. MHOTHE TOA/IeIbHbBIE COOOIIEHUS HJIEKTPOHHOM MOYTHI IBITAIOTCA yoenuTs Bac B ToM,
yro Bamemy cuéry yrpoxaer onmacHOCTb, €ciii Bbl HeMeIeHHO He OOHOBUTE KPUTHYECKU BaXKHbBIE
JIAHHBIE.

3.8. BaumarensHo aHanmu3upynTe cChUIKU. CCHUIKH MOTYT OBITh MOYTH TOYHON KOMHEH MOJIMHHBIX,
OJJTHAKO OHHM MOTYT IepeHanpaBUTh Bac Ha MomeHHmueckmii web-caiit. Ecnu ccpuika BRITISAUT
MOJIO3PUTENILHO WJIM HE COOTBETCTBYET TpeOOBaHMUAM Oe30macHOCTH (Hampumep, HaunHaercs ¢ http://
BMecTo https://), He mepexoIuTe 1Mo TOM CChUIKE.

4. PexomMenganuu mo NpeaoTBpalicHUI0 MOJYICHUSI HECAHKINUOHUPOBAHHOI'0 J0CTYIIA TPETHUX
JUI K CHCTEME JTUCTAHINUOHHOI'O 0aHKOBCKOI'0 Oﬁc.]'[y)KI/IBaHI/Iﬂ

4.1. PexomeHayeTCs BBIAEIUTD OTAEIbHBIN KOMIIBIOTEP, KOTOPBIN UCIOJIB30BaTh TOJIBKO AJIs pabOTHI B
cucteme JIbO (cucteme).

4.2. Tlepen BBOIOM JoruHa u mapods npu Bxonae B JIBO ybenutech, 4TO coeMHEHUE YCTAaHOBJIEHO
UMEHHO co ctapToBoi crpanuilsl 1O u B anpecHoit ctpoke web-Opaysepa.

4.3. Tlpu pabore ¢ JABO mns obecrneuenuss KoHPUIEeHIHATHHOCTH Bech Tpaduk mexay HKO-LIK
«Knupunrossiii ienTp M®b» (AO) n BamuM KOMIbIOTEPOM MIH(PYETCs ¢ MOMOIIBIO 3aUIUIEHHOTO
npotokoma TLS (Transport Layer Security). Ilepen nawamom pabotst B JIBO HeoOxomumo
YIOCTOBEPUTHCSI, UTO COEIMHEHNE YCTAHOBJIEHO B 3alUIEHHOM pexkxuMe TLS. PacnonoskeHre HKOHKU
3aBUCHT OT Bepcuu web-Opaysepa, HO Kak IIPaBWIIO «3aKPBITHI 3aMOK» pacIojlaraeTcsi B KOHIE
IIPaBOil yacTW aJpecHOM CTPOKH, JMOO B MpPaBOM HMXKHEM Yy 3KpaHa. llpum kinmke Ha AaHHOE
n300pakeHNe JOIDKHBI OTOOpPaKaThCs CBEACHUS O cepTU(UKATE, BAKHO TAK)KE IMPOBEPUTH HATUUNE
JIAHHBIX CBEJCHUH, TaK KaK MOIIEHHUYECKHE CalThl MOTYT COJIEpKaTh UMUTAIIMIO MKOHKH «3aKPBITHIN
3aMOK».

4.4. PexoMeHayeTcs OCYLIECTBIATh CMEHY Mapods goctyna k cucreme /IbO He pexe onHOro pasa B 3
Mecsna. Jlnuna Bamero naposst omkHa ObITh HE MEHEE 8 CUMBOJIOB U NPEACTABIATh COOOM CIOXKHOE
COUYETaHHE CTPOYHBIX U MPOIHUCHBIX OYKB, HU(P U CHMBOJIOB.

4.5. Hcnons3yemble B /IO 7OrMH W mapoib, 3ampellaercsl 3aluchlBaTh M XpaHUTh B MeECTax,
JOCTYIHBIX IOCTOPOHHUM JIMLIAM.

4.6. HeoOxomumMo XpaHUTh Tapoilb B TailHE W NPEANPUHUMATH HEOOXOAWMBIE MeEpPHI
IIPEIOCTOPOKHOCTH A1 TPEJOTBPAIICHUS €ro HECAHKIMOHMPOBAHHOIO HCHOJb30BaHusA. He
pEeKOMEHyeTCsl 3amuchbiBaTh JIOTUH W maposib K JIBO TaM, re 10oCTynm K HEMYy MOTYT MOJIYYUTh
IIOCTOPOHHUE JIULIA.

4.7. Ypenute BOIPOCY XpaHEHUS MOOMIIBHOTO YCTPOWCTBA, HAa KOTOpBIA MHpuxoaiar SMS-maponw,
JOJKHOE BHUMaHue. [ToMHHTe, YTO Hamu4Kue Takoro MOOMJIBHOTO YCTPOMCTBA MO3BOJISIET 3aBEPUTH OT
Bamero umenn nokyMeHT u nepenath ero Ha ucnosnHenne B HKO-LIK «Knupunrossiii neatp M®b»
(AO). He nepenaBaiite cBoii MOOWIIBHBIN TenedoOH, HA KOTOPHIA mpuxoaatT SMS-nmaposiu, TpeTbum
munaM. [Ipu yrepe MmobunbHOro TenedoHa, Ha KOTOPBIA MpuxoaaT SMS-naponu, He3aMeIUTEIbHO
coobmute B HKO-LIK «Knupunrossiit ienrp M®b» (AO) 1151 610KUpOBKHM HOMEpa Jis HallpaBJIEHUs
SMS-napourei.

4.8. T'enepamuio pabounx Kiroded snekTpoHHOW mommucu (mamee — DII) ma E-token (KimroueBom
HOCHTEJNE) OCYIIECTBIISIETCS BiIaienblieM Kiroda D11 camocTosTensHo.



4.9. Hcnonps3zoBanue KiroueBoro HocUTENsI JOJKHO OCYIIECTBISATHCS HCKIIOYUTENBHO BIIAAEIbLEM
kimoua OII. PekoMeHmyeTcss XpaHUTh KJIIOUYEBYIO0 HMHGOpMaIio Ha oTdyxmaaemoMm Hocutene (USB
HAKOIIMTEJIEC UM JUCKETE) U XPaHUTh ero B ceide min 3anupacMoM miKkady HUCKIIOYMB BO3MOKHOCTh
HECaHKLMOHUPOBAHHOIO JOCTYTIA.

4.10. HeoOxomuMo OTKJIIOYATh, M3BJIEKaTh KIlFOUueBO HOCUTENb, €CIIM OH HE HWCHOJB3YIOTCS IS
pabotel B JIBO. Pa3memnienne KiroueBoro HoCHTENs B CUMTHIBATENE Ha IMPOJODKHTEIBHOE BpEMs
CYIIIECTBEHHO IOBHIIIAET PUCK HECAHKIIMOHUPOBAHHOTO JIOCTYMA K KitouaM DI TpeTbuMu JuIiaMu.

4.11. PekoMeHIyeTCsl MCIIOJIb30BATh Pa3IMYHbIC YHUKAIBHBIC MMAPOIHU JJIS PA3IMYHBIX Web-caliTOB U
CHUCTEM, Ha KOTOpHIX BBl BBOAHMTE KOH(DHICHIMALHBIC JaHHbIC (HAIIpPUMEp, CBeACHHS O Bamem
OaHKOBCKOM CU&Te U T. II.).

412. B tom cnywae, ecnmu Bpl oOHapyxwnu, urto Bam mapons or /JIBO ckommpomeTHpoBaH,
pekoMeHayeM BaMm He3aMeUIMTENbHO CMEHUTh Iaposib HAa HOBBIM, M3BECTHBIH TONbKO Bawm,
YAOBJICTBOPSIOIINKA TpeOOBaHUAM I1. 4.4.

4.13. Eciu B mpouecce paOoTbl Bbl CTONKHYNIHCH € TeM, YTO paHee NEHCTBYIOIIMI Hapojib He
cpabareiBaeT U He mo3Boisier Bam Boiitu B JIBO, Heo0XoaMMO Kak MOXKHO ObIcTpee OOpaTHThCA B
HKO-IK «Knupunrossiii nentp M®b» (AO)ans nosyuyeHuss MHCTPYKIUI 110 CMEHE MapoJisl.

4.14. Hukomy He pasrnamaiite mapois oT JIbO. HKO-LK «Knupunrossiii neatp M®by» (AO) ne
paccbulaeT 3JEKTPOHHBIX mHceM, SMS wnu apyrux cooOueHuil ¢ npocb0oil yrouHuTs Bamum
KOH(UIEHIMaIbHbIE JaHHbIE (B T.4. napoiu, PIN-koas! u T.11.).

4.15. He mnepecbuiaiite ¢aiinel ¢ koHbuAeHIManbHOU HHPopMmarmeil ans pabotrei B HKO-LK
«Knupunrossiii nentp M®by» (AO) 1o snekTpoHHOU nouTe win yepe3 SMS-coo01eHus.

4.16. PexomMeH1yeM UCKIIOUYUTH BO3MOXKHOCTh (PU3NYECKOTO JOCTYIMA K KOMIBIOTEPY, C KOTOpOro Bri
ocylllecTBisieTe pabOTy B CUCTEME IE€pCOHAaja, HE HMMEIoIIero OoTHoueHus kK padore ¢ JAbO u
MMOCTOPOHHUX JIUII.

4.17. HezameanutenbHo obpamaiitecs B HKO-LK «Knupunroseiit nearp M®by» (AO) B ToMm ciyuae,
eci Bbl OTy4Ynim yBe1oMIIEHHE CUCTEMBI 00 orepaiuu, KoTopyro Bbl He IpoBOIWIIH.

4.18. PasmemnieHue, oxpaHa W CIEUAIbHOE OOOpPYIOBaHHE IMOMEIICHHUS, B KOTOPOM YCTaHOBJICHBI
KOMITBIOTEPHI, HCIOJB3yeMbIe [UIsl JOCTyla B CHUCTEMY, JAOJDKHBI O0ecledrBaTh COXPaHHOCTH
nH(OpPMAaIIUY, UCKITIOYAaTh BO3MOKHOCTh HEKOHTPOJIUPYEMOTO IPOHUKHOBEHHUSI B 3TO MOMEIIICHHUE;

4.19. IlpusATH MEpHl MO KOHTPOIIO KOH(UTYpalMU KOMIIBIOTEpA, C HCIOJIB30BAaHHEM KOTOPOTO
OCYIIECTBJISIETCS. TIEPEeBOJ JEHEXHBIX cpeactB depe3 [ABO, um e€ wusmenenus. He mpomyckarthb
HECaHKLMOHUPOBAHHBIX MPOTrPaMMHO-aNapaTHBIX U3MEHEHUI KOHPUTypaluu.

4.20. Ha xomnbrotepe ais pabotsl ¢ JJbO Heo0XoauMo HCHOIb30BaTh JIMIEH3UMOHHOE MPOrpaMMHOE
oOecnieueHre (OmepalioHHbIE CHCTEMbI, O(QUCHBIE MAKEThl W Ip.), OOECHEYUTh PETYNIAPHYIO
CBOEBPEMEHHYIO YCTAaHOBKY OOHOBIIEHHH, BbITyckaeMblXx pazpabotunkamu JIBO, oneparnroHHOM
cucrembl, web-OpaysepoB (Microsoft Internet Explorer, Mozilla FireFox, Opera u T.1.) U MHOrO
MPUKIIAQAHOTO TPOrpaMMHOro obecredeHusi. Bce 3TO MO3BOMUT yCTpaHUTHh BhIABICHHbIE B I1O
ySI3BUMOCTH, KOTOpbIE MOTYT OBITb HCIOJIb30BAHBI TPETBbUMM JIMLAMU IS TOJIY4EHHUS
HECaHKLMOHUPOBAHHOTO JJOCTYyMa K KoMIbioTepy U cucteme /IBO.

4.21. Tlpumensts Ha KommbioTepe s paboTsl ¢ JIBO nMIeH3MOHHBIE CpENCTBA aHTHUBUPYCHOM
3alUThl, OOECIEYUTh pETYJISIPHOE aBTOMAaTHUYeCKOe OOHOBJIEHHE KOMIIOHEHTOB aHTHUBUPYCHOM
3amMThl. TONBKO peryysipHble OOHOBJICHHWE AHTUBHUPYCHBIX 0a3 M MPOBEAECHUE AHTUBUPYCHBIX
MIPOBEPOK MO3BOJIUT BaM cBoeBpeMeHHO OOHapyX UThb U MPEIOTBPATUTH MOSBICHHUE BPEIOHOCHBIX
nporpamMMm (0cOOEHHO BaXHO KOHTPOJHPOBATH OOHOBIIEHHE, €CJIM HET MOCTOSHHOTO MOAKITIOUEHHS K
WurepHery).

4.22. PexoMeHayercs TPUMEHITh Ha KoMmMmbioTepe st pabotel ¢ JIBO cmenmanu3upoBaHHBIC
IIpOrpaMMHBIE M allapaTHbIe CpeAcTBa 0€30MaCHOCTU: CPEJICTBA 3aALIUTHI OT HECAHKIIMOHUPOBAHHOTO
JIOCTyTa, NEPCOHAJIbHbIE MEXCETEeBbIE DKPAHbI, aHTUIINHOHCKOE MPOrpaMMHOE OOecreueHue U T.1I.,
o0ecreynTh peryasipHOe aBTOMATUYECKOE OOHOBJIEHHME MPOrpaMMHOI0 OOECIEeUYeHHUsl ITHX CPEACTB.
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OTO NO3BOJUT 3HAYUTEIBHO CHM3UTh PHUCK YHAJIEHHOTO YIpaBICHHUs BammM KOMIBIOTEPOM
3JIOyMBIIUICHHUKAaMU M3 MHTEpHET M JIOKaJIBHOM CETH, a TAaKXE MOXKET IPENOTBPATUTH KPaxKy
KoHHIeHIMaTbHONH HH(popMaruu. JIOMOJHUTENBHO B HACTPOMKaxX IMEPCOHAIBHOIO MEKCETEBOTO
9KpaHa PEKOMEHJYeTCsl pa3pelluTh IMOJKIYeHue Bamero KoMmmbproTepa TONBKO K HEOOXOIUMBIM
pecypcaM, U cepBepaM OOHOBJIEHHH pa3pabOTYMKOB HCIIOJIB3YEMOIO MPOrPAMMHOIO OOECHeueHHs,
MUHHMAJIBHO HEOOXOIUMOE KOJMYECTBO COEAMHEHUIH 110 KOHKPETHBIM IIOpTaM JocTymna Jis
OCyILIeCTBICHHsT OOMeHa BHYTpU O¢pucHOW ceTd. JIoOble HHBIE MOIKIIOUYEHUS PEKOMEHIYETCS
3aIPETUTD.

4.23. Ha xommbtotrepe st pabotsl ¢ JIBO HeoOxomumo wuckmounth mnocemienne WEB- caiito
COMHUTEJIBHOTO COZIEPKaHMsI, 3arpy3Ky M YCTAaHOBKY HEJIMIIEH3MOHHOTO MPOrPaMMHOI0 o0ecnedeHus
u T.1. Mcronb3oBaHWE HENULEH3MOHHOTO IIPOrpaMMHOr0 00€CnedyeHHs MOBBIIIAET PUCK MOJYyUEHUs
HECaHKLIMOHMPOBAaHHOTO JOCTYyINa 3JI0YMBILIUICHHUKOB C LEJIbI0 XUIICHUS JEHEXKHBIX CPEICTB.
IIoMHHUTE, YTO MOYTOBBIM JTOKYMEHT, IOJYYEHHBIM OT Bamiero KOHTpareHra, W3BECTHOM KOMIIAHUU
WIH TOCYIapCTBEHHON CIIykObl, MOKET OBITh PE3YJIbTATOM PAOOTHI 3I0YMBIIUIEHHUKOB 110 HMUTALIUU
HACTOSIIEr0 TOKyMEHTa WJIM MOT OBITh OTIPABJICH B Pe3yJbTaTe BUPYCHOTO 3apayKEHHsI KOMIIbIOTEpa
OTIIPABUTEIISA COOOIICHUS, B TOM YHclie 1 Barero KoHTpareHra.

4.24. B cinydae HCHOJb30BAaHUS B KOMIIAHUM COOCTBEHHOTO TMOYTOBOTO cepBepa, HEOOXOIMMO
yOeauThCsl, YTO UCIONBb3yeMOE peIICHHEe TOAJEpKUBaeT (YHKIMOHAN aHalu3a COJEPKUMOTO
MOYTOBBIX COOOIIEHHWH HE TOJNBKO Ha BHUPYChl, HO U OOHapyKuBaeT B Oe30macHOW cpene
(«mecouHunIa») aHOMAaJIbHOE TIOBEACHUE BIIOKEHHWH W (DaiiioB, KOTOpPBIE MOTYT 3arpyKaThCs IO
CCBUIKaM M3 cooOIIeHui. Pemenus kinacca «ecouyHuIay He 00s3aTeIbHO MOKYIMAaTh U yCTaHABINBATh
B OpPraHU3alluy — OHU MOTYT OBbITh YK€ BCTPOEHBI B CEPBUCHI 3JIEKTPOHHOM MOUTHI, IPEAOCTaBISIEMbIE
KpPYIHBIMU IpOBaiiiepaMu, UM MOTYT ObITh apEHJOBaHbI B BUE 00JJAYHOIO PELLIECHUS.

4.25. Tlpm WUCHOTB30BAaHWU BHEUIHHX CEPBHCOB JJIEKTPOHHOM TMOYTHI MCHOJIb3YHTE CEPBUCHI,
NPEJOCTaBISIONMEe  JIBYX(aKTOpHYIO  ayTeHTH(UKamuio  (BBOJ  OJHOPA30BOrO  MapoJs,
CT€HEPHPOBAHHOTO CIIELHUATIbHBIM MPHIOKEHUEM). JTO MO3BOJIUT 3alIUTUTh HalpaBisieMylo Ha Bam
MIOYTOBBIN AUTMK UHGOPMAIUIO OT JOCTYIA TPETHUX JIUILI.

4.26. He nomyckaercsa paborate ¢ JIbO nHa kommbroTepax B MHTepHeT-kade WM Ha APYrUX
KOMIThIOTE€paxX OOIIETO MOJIb30BaHUS (BOK3aJIbl, a3pOMOPThI, OMOIHOTEKH U T.11.). PaboTa ¢ rocTeBbIX
pabounx MecT YBEIMYMBAeT PUCK HENPaBOMEPHOro UCHonb3oBaHus kitoya Ol u  japyroi
ayreHTU(UKaMOHHOW uMH(popmanuu. KpailHe HexenaTenbHO UCHOIB30BaTh AJsl pabOTHI B CHCTEME
JBO nyb6nauunble GecripoBoaHbIe ceTH (Hampumep, OecriatHelii Wi-Fi u T.1.), BMecTo 3TOro syurie
Bocnosb3oBaTbesl  «MoOmIbHBIM WHTepHerom» (LTE/GPRS/EDGE/HSPA/3G coenunenue). Ilpu
UCIOJb30BAHUM KOMITBIOTEPOB M CETe JocTyna, He KOHTpoJupyeMmblx Bamu, cymiecTBeHHO
BO3pacTaeT pPHCK KOMIIpOMETanuyd Bammx y4ETHBIX MaHHBIX, KpaXHW JEHEKHBIX CPEICTB U
KOHQHUIEHIIMATBHBIX ~ JaHHBIX  T.K.  3JOyMBIIUICHHUKHA  /ApyrHue  IOJIb30BaTeNld  MOTJIN
yCTaHOBUTB/3apa3uTh BpenoHocHbIM 1O nanHoe obopynoBanue. B ciiyuae, ecinu Bbl 10 KaKUM-JIHO0
NPUYMHAM HE CMOTJIH BBIOJHUTH JAHHYIO PEKOMEHJIAIMIO, IOCTapaiTeCh B KPOTYAHIIHE CPOKH
nojkIounTes K cucreme JIbO ¢ 1oBepeHHOro YCTpOWCTBa M3 HAAEKHON CeTH UM M3MEHUTE Napoib
JIOCTYyTIa HA HOBBIN.

4.27. PexkoMeHAyeTCs YCTaHOBHUTH Mapojd Ha YYETHBIE 3alUCH TOJb30BaTeNell omepanuoHHON
CUCTEMBI Ha KoMIibtoTepe st padotsl ¢ [IBO. Pabory ¢ IBO Ha koMIIbIOTEpE OCYIIECTBIATH TOJIBKO
noJ Yy4Y€THOM 3amKChI0O C OrPAaHUYECHHBIMU MpaBaMH B omnepanuoHHoW cucteme. He nomyckath
mTaTHylo pabotry B JIBO mox ydéTrHOW 3amuchbio ¢ MpaBaMH aJMHHUCTpATOpa B OINEPallMOHHOMN
CUCTEME KOMITBIOTEPA.

4.28. B ciydyae KOMIIpPOMETAllMU WM TOJO3PEHUHM Ha KOMIIPOMETAIMIO 3aKpbiToro kiroua OII, mms
MPeIOTBPALLEHUS HECAHKIIMOHUPOBAHHOTO JTOCTYIA K YIPaBIECHUIO CYETOM, B TOM YHCIIEe TIpU yTpare
(morepe, xumeHun) KiroueBoro HocuTeNs, ¢ HCIOJIB30BAHMEM KOTOporo KimeHT ocymiecTBiser
MepeBoji JCHEXKHBIX cpenctB, KnmeHnTy HeoOxommmo HezamemnuTeabHO oOpatuTthess B HKO-1IK
«Knupunrossiit uentp M®b» (AO) ans 6;10KMpOBaHUS CKOMIIPOMETUPOBAaHHBIX Kitoueit OI1.



4.29. PerynspHo NpPOBOAUTH KOHTPOJIb CYMM M TONy4yaTelled »JJIEKTPOHHBIX JOKYMEHTOB B
unpopmanonHoM okHe JIBO, a Takke KOHTPOJUPOBATH KOJMYECTBO M CYMMY OTIIPaBJICHHBIX
ANEKTPOHHBIX TOKYMEHTOB.

4.30. PerynsipHO KOHTPOJUPOBATh COCTOSTHME CBOMX CYETOB M He3aMeunTelbHO coobmaTts B HKO-
K «Knupunrossni neatp M®b» (AO) 0060 Bcex MOAO3PUTEIBHBIX MM HECAHKIMOHHUPOBAHHBIX
HU3MEHEHUSX.

4.31. TIpu noAroTOBKE IIATEKHBIX JOKYMEHTOB Ha JPYTHX KOMITBIOTEpax (JOKYMEHTOB, COJIEpIKaIliX
PEKBU3UTHI JUISl TUIATE)XKa) YUYUTHIBAHTE, YTO MOJMEHA PEKBU3MTOB MOXKET MPOU30MTH HA JIFOOOM M3
KOMIIBIOTEPOB, T/e JaHHas HHPopManus OyeT 00padaThIBaTHCS HITH IEPEIaBaThCA.

4.32. Ilpu oOciyXHBaHMM KOMIIBIOTEpA COTPYIHUKAMHM TEXHUYECKOM MOIACPKKU OpTraHU3alUU
KinenTa uimu cTOpOHHUX OpraHu3aluil — 00ecreynBaTh KOHTPOJIb BHIMOIHIEMbIX UMY JCHCTBHIA.

4.33. He nepenaBath KitoueBoil HOCHUTENb COTPYAHHKAM TEXHMUYECKON MOIIEP>KKHU MJISl MPOBEPKU
paboter [IBO, mpoBepku HacTpoek B3aumoeicTBust ¢ HKO-IK «Knupunrossiii neatp M®b» (AO) u
T.11. [Ipy HE0OXOIMMOCTH TaKUX MPOBEPOK TOJBKO JTUYHO Biajesnel kioda D11 1omkeH moaKIouYnTh
KitoueBoil HOCHTENh K KOMIBIOTEPY, YOEOUTHCS, YTO TapOJib JOCTYNa K KIIOYY BBOIUTCS B
untepdeiice 1O, 1 TMIHO BBECTH MAPOJIb, HE TOMYCKast 03HAKOMJICHHSI ¢ HUM TIOCTOPOHHHUX JIHII.

4.34. B cnyuae mepenauu (crnucaHusl) KOMIBIOTEpa, Ha KOTOpoM paHee Obuia yctaHosieHa [1bO,
HE0OXO0IMMO rapaHTUPOBAHHO yJAIHUTH C HETO BCIO MHPOPMAITUIO, UCTIOIB30BAHUE KOTOPOU TPETHUMU
JMIIAMU MOXET TOTCHIIMAIBHO HAaHECTU Bpel] (UHAHCOBOM JESITEIBHOCTH WM UMUJDKY OpraHU3aluu
Krnuenta, B ToMm uncine ciensl padotst B J1BO.

4.35. Tlpu yBOJNIbBHEHHHM OTBETCTBEHHOT'O COTPYAHMKA, MMEBILIETO JOCTYN K KIIOYEBOMY HOCHTEIIO,
ysenomuth HKO-IIK «Knupunrossiit neatp M®b» (AO) o0 ero yBOJbHEHHH U O00ECIEYUTH
0e30macHOCTh  PabOThl  AMCTAHIIMOHHOTO OAHKOBCKOTO  OOCHYXXHBaHHsSI C  HCIOJIb30BAHHEM
AJIEKTPOHHBIX JIOKYMEHTOB M JJIGKTPOHHOW MOIIKCH JUIsi HOBOTO OTBETCTBEHHOT'O COTPY/IHHUKA,
HA3HAYEHHOTO KIIMEHTOM i obecrieuenus pabotsl ¢ J[BO.

4.36. Ecnu Bam 6611 nepeaan USB-Hakonutens (¢uienika) Uin Bbl MOTYYHIN MO 3JEKTPOHHOM 1movTe
3aapXMBUPOBAHHEIE ¢ MaposieM ¢aitner nian (aiinsl oducHbx Gopmaros doc, docx, xls, xIsx, ppt, pptx;
(aiinel, cogeprkamue Makpocbl docm, xIsm, pptm, a Takxe ¢aiiner Adobe Acrobat popmara PDF, nis
OTKPBITUSI KOTOPHIX HEOOXOJMMO BBECTH MAapOJib — IMOMHHUTE, YTO Takue (ailibl HE MOTYT OBITh
IIPOBEPEHBI CpeJICTBAaMH OOHapyxkeHus BpenoHocHoro [1O0 (aHTHBHPYC WM «IIECOYHHUIIAY), TTOATOMY
MIPEJICTABIISIOT BBICOKUMM PHUCK A 3apakeHus kommbioTepa. He ucnomnb3yiite Takue Qailnbl Ha
KOMIIBIOTEPE, C KOTOPOro ocymiecTsisercs noctyn B cucremy JIbO. Ecnu BaM Hy»HBI Takue ¢aiisl —
paboTaiiTe ¢ HUIMH Ha IPYTUX KOMITBIOTEpAx, MPeABAPUTEIHHO YOCAMBIINCH, YTO (ailyl MOTydeH U3
Ha/IEKHOI0 UCTOYHMKA, U Mapojib ObUI YCTAHOBJIEH UMEHHO ero otnpasureneM. Eciu ¢aiin B apxuse,
€ro HeoOXOMMO U3BJI€Ub U3 APXUBA U NPOBEPUTH aHTUBUPYCHBIM [10.

4.37. OueHp YacTO 3JIOYMBIIUICHHUKH JUIS TOJYYEHHUS YIaN€HHOTO JIOCTyIla B CEThb KOMITAHUHU
HCIOJIb3YIOT Pa3IMYHbIE TAKTUKHA COLUMAIBHON MHKeHepuHu. OHA U3 TaKUX CXEM — IOIBITKA Y3HATh y
MoJIb30BaTeIel ux ydyé€THble 3anucu (JIOTMH) U HapoJib 1Mo TeleOoHY MM C MOMOIIBI0 Pa3iINdHbIX
COOOIIEHNH, TOJJENbHBIX CTPAaHUI] KPEOUTHOM opranuzauuu B cetu MHTepHer. Emé omnum
BapHMAHTOM IPOHUKHOBEHHS B CETh KOMIIAHMU SIBJSIETCSI CXeMa, KOorja Bo3je oduca KOMIIaHUU
nonopaceiBaercs USB-Hocutens ((uiemika), Ha KOTOPOH MOKET ObITh HaHECEHa MapKUPOBKa/JIOTOTUI
KOMIIAHUU WJIM KaKOM-mubO JApyroil JOrOTHUI, KOTOPBI MOXKET 3aMHTEpecOBaTh COTPYAHHUKOB U
noOyIUTh UX TOMBITAThCS OTKPHITH COAEPKUMOE HOCHUTENS Ha paboueM KomiibioTepe. B pesynbrare
OTKPBITHSI TAKOI'O0 HOCHUTENs KOMIIBIOTED MOJXKET OKa3aTbCsl NOJA YIAIEHHBIM  YIPABJICHHEM
3JI0yMBIIIJICHHUKA.

4.38. Heobxoaumo KOppeKTHO 3aBepiiath padboty B JIBO, uCHonb3ys Al 9TOTO MyHKT MEeHIO «BeiiiTn
U3 CUCTEMBD».

4.39. Kontpommpyiite B cucreme [IbO pekBU3UTHI TIoydaTels npu moamnucu u ornpaske B HKO-LK
«Knupunrosslii neatp M®b» (AO) 3/1, uMNopTUPOBaHHBIX M3 BHEHMIHUX cucteM (Hampumep 1C u



np.) 3aduKCUpOBaHBI CIydaud TOJMEHBI PEKBH3WUTOB ToJiydarenield BpemoHocHbM IO B mporecce
nMmnopra B cucreMy JIBO.

4.40. CsepsiiTe C KOHTpareHTaMu MO TeledOHY PEKBU3UTHI Ha OIIATY MPU TOTYyYEHUH HOBBIX
PEKBU3UTOB JUCTAHIIMOHHO (TIO AJIGKTPOHHOM MOYTE, KypbepoM U T.M.). 1S cBepku pPEKBU3UTOB
3alpeIleHO HCIIONIb30BaTh KOHTAKTHBIE JAHHBIE, YKa3aHHbIE B IOJIO3PUTEIBHOM IUCbME, T.K. OHU
Takk€ MOTYT NpHUHAJUIekKaTh MOIIEHHHKaM. HeoOXoIuMo HCMoNIb30BaTh KOHTAKTHBIE JaHHBIE
KOHTpAareHTa, KOTOpBIE HCIIOJIB30BAIMCH paHee, WIM MPOBEPUTh HHPOPMAIUIO HAa OQHUIHAIBLHOM
MHTEpHET-caiiTe KOHTpareHTa. DUKCHPYIOTCS Cilydau, KOTJa 3JOYMBIIUICHHHKH BCTPauBaKOTCS B
o0IIeHre MEXIYy KOHTPAareHTOM M 3aKa3YMKOM, W UM YHA€Tcs OT MMEHH KOHTpareHTa HaIlpaBUTh
PEKBUBHTHI «IIOJCTAaBHON» KOMIIAHUH, Ye€pe3 KOTOPYIO JIEHEKHbIE CpelicTBa noxuuatorces. s atoro
3JIOYMBIIIJIEHHUKN HCIOJB3YIOT COBPEMEHHBIE CpEACTBA KOMMYHUKALIMU — 3JIEKTPOHHYIO IIOUTY
KOHTpareHTa, K KOTOPOH OHHM CMOIJIM IOJYyYUTh JOOCTYN, WJIM TOYTOBBIM SIIMK HAa OecriaTHOM
cepBuce, 0OPOPMIICHHBIHN U MOX0XKUN HA HACTOSIIMM aJjpec KOHTPAareHTa, MECCEH IKEPHI.

4.41. IlpoBoauTe NONOJHUTENIBbHYIO NMPOBEPKY KommnaHuu koHTpareHTa. Beens MHH opranuzanuun
Ha [IOUCKOBOM caiiTe B MIHTepHET MOYKHO, UCIIOJIb3ys OeCIUIaTHBIE CEPBUCHI, Y3HATh 00 OpraHU3aAIMU:
naty perucrpanuu, @O reHepanbHOr0 AMPEKTOpa / YUPEAUTEINS, BU ACATEIBHOCTH, a TAKKe ObLTH
I WU3MEHEHUs B e€ pyKoBoACTBE. s KpaKu NEHEKHBIX CPEACTB 3JO0YMBIIUIEHHUKH OOBIYHO
HCIOJIb3YIOT JTUOO KOMITaHWHU, KOTOpPbIE ObUIM HEJIABHO 3apErUCTPUPOBAHBl HA MOJCTaBHBIX JIMIL, JINOO
IOPUINYECKHE JINIA, KOTOPbIE ObUIM MPUOOPETEHB! y NPEABIAYIINX BIAJEIbIEB BMECTE C PACUETHBIM
cuérom, JIBO ¥ m1acTUKOBBIMH KapTaMHu JUIsl ObICTPOTO CHATHUS IMOXUILIEHHBIX JAEHEXHBIX CpelcTB. Bo
BTOPOM cllyyae B MH(POpPMALUU O KOMIAHUM MOXET OTOOpa)kaTbCs JaTa BHECEHHs W3MEHEHUH B
pEerucTpalioHHbIe JaHHbIE KOMIIAHHUH.

5. [IpaBuiia noBegeHus B ciydae, ecJIH MPOM30LIE] MHIUACHT HH(POPMAaIHOHHOMH 0e301aCHOCTH

5.1.  Ecau c nomompto antuBupycHoro I1O Bel oOHapykmwin Ha KOMIbIOTEpE, TJ€ UCIOIb3YyeTCs
cucrema JIbO, wiu Ha 511000M JpPYroM KOMIIBIOTEPE, KOTOPBIM HCIONIb3yeTcss uisi 00paboTKu
MIaTEXHBIX JOKYMEHTOB, BUPYC, HEOOXOIUMO:

5.1.1. OTknouuTh KOMIBIOTEP OT TEIEKOMMYHUKAaMOHHOW ceTu (MHTepHeT), BHITAllUB U3
KOMIIbIOTEpa ceTeBoil kabenb wiu otkimounB WiFi coequHenue.

5.1.2. OcyuiecTBUTh NOUCK B MHTEPHET MO HA3BAHUIO BUPYCA, YTOOBI MOHATH — MOXKET JIM JIAHHBIN
BUpPYC MCHOJIb30BaThCS Kak OAaHKOBCKUH TpOSIH, BUPYC JUISl TOAMEHBI PEKBU3UTOB WU JUIS
OCYILIECTBIICHUS YAAIEHHOTO YIIPABJIEHUS KOMIIBIOTEPOM.

5.1.3. Ecnu BHpyC COOTBETCTBYET YKa3aHHBIM BBIIIE KaTeropusM, Bam HeoOXoaumo ¢ Apyroro
kommbioTepa HampaBuTh B HKO-IIK «Knupunrossiii nentp M®b» (AQO) coobiienre o BUPYCHOM
3apa)KEHUU U BO3MOKHOM XMIIEHUU JIEHEKHBIX CPE/ICTB.

5.1.4. He npousBoaute nedeHue (aitnoB ¢ momomusio antuBupycHoro I1O u He ypansiite kakyro-
160 MHPOpMAIHIO ¢ 3apaKEHHOTO KOMIIbIOTepa. B ciydyae kpaku AeHEXHBIX cpeacTB Bam moryt
noTpeboBaThes HU(GPOBHIE YIUKHU, OCTABICHHBIE 37I0YMbIIIIEHHUKAMU.

5.1.5. Tlocne obpamenus B HKO-LIK «Knupunrossiii neatp M®b» (AO) crnenyiite noay4yeHHbIM
MHCTPYKLHUSM.



